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1.​ Software Incident Severity & Response (Vox Net)  

Software-related issues are managed remotely via Google Cloud infrastructure. 
Response times are determined by the impact on overall service: 

Severity Level: P1 - Critical Definition: Total System Outage: Security breach or complete 
platform failure. Response Time (Acknowledge): 30 Minutes. Target Resolution Time: 4 
Hours. 

Severity Level: P2 - High Definition: Major Functional Issue: AI or Voice features failing for 
multiple units. Response Time (Acknowledge): 2 Hours. Target Resolution Time: 1 Business 
Day. 

Severity Level: P3 - Medium Definition: Minor Issue: Single unit configuration error or 
non-critical bug. Response Time (Acknowledge): 4 Hours. Target Resolution Time: 2 
Business Days. 

 

2.​ Hardware Problem Resolution Process (Vox Kit) Omnie Vox utilizes a Remote-First 
diagnostic protocol followed by a Return to Base (RTB) process for hardware issues. 

●​ Phase 1: Remote Diagnostic (Day 1): Our technical team will perform a Remote Login via 
the Vox Net control panel within 4 hours of ticket receipt. 

●​ Phase 2: Return to Base (RTB): If physical failure is confirmed, the RTB protocol is triggered. 
We commit to repairing or dispatching a replacement unit within 5 business days of 
receiving the faulty hardware at our service center. 

 

3.​ 10-Year Hardware Warranty We provide a 10-Year Warranty on the Vox Kit hardware, 
including the processor, amp, speakers, buttons, and microphones. 

●​ Condition: This warranty is valid only if the customer maintains a continuous, 
uninterrupted subscription to the Vox Net software platform. 

 

4.​ Data Residency & GDPR Compliance To meet stringent institutional compliance 
requirements, Omnie Vox ensures complete transparency regarding data processing. 



●​ Data Residency: All customer data, logs, and backups are stored in Google Cloud 
Platform (GCP) data centers in the UK (London) or EU (Belgium), based on client 
requirements. 

●​ GDPR Adherence: As a Data Processor, Omnie Vox adheres to all GDPR mandates. No 
data is transferred outside the UK/EEA without explicit consent and Standard Contractual 
Clauses (SCCs). 

 

5.​ Data Access Management and Policies Access is strictly governed by the principles of 
"need-to-know" and "least privilege". 

●​ Authorized Roles: Access is siloed between Client Administrators (local logs/config only), 
Technical Support (senior engineers for troubleshooting), and System Services 
(automated tasks with no login capabilities). 

●​ Security Controls: We utilize Role-Based Access Control (RBAC), Multi-Factor 
Authentication (MFA) for all administrative access, and Just-In-Time (JIT) access for 
support tickets that automatically expires. 

 

6.​ User Onboarding and Offboarding We maintain structured lifecycle management 
protocols to ensure secure access transitions. 

●​ Onboarding: Users are integrated via a formal provisioning workflow in the Vox Net panel 
using automated templates for role assignment. 

●​ Offboarding: Revocation is a real-time action that immediately terminates sessions and 
disables credentials. 

●​ Contract Termination: Upon subscription end, all data is purged from production. Data in 
Immutable Backups is permanently deleted once the pre-defined retention period 
expires. 

 

7.​ Proactive System Monitoring and Patching We continuously monitor infrastructure to 
mitigate emerging threats. 

●​ Patching Policy: Prioritized via the Common Vulnerability Scoring System (CVSS). 
●​ High/Critical: Treated as P1 events; deployment target is 24–48 hours. 
●​ Medium: Addressed in weekly maintenance windows within 14 business days. 
●​ Low: Bundled into monthly software releases. 
●​ Deployment: Vox Net uses automated pipelines; Vox Kit hardware receives Over-the-Air 

(OTA) security updates. 



 

8.​ Incident Response Plan (IRP) 

Our IRP is modeled on NIST/ISO best practices: 

●​ Detection: 24/7 monitoring via Vox Net and Google Cloud Security Command Center 
(SCC). 

●​ Containment: Using Endpoint Detection and Response (EDR) to isolate threats. 
●​ Recovery: Utilizing Immutable Backups to roll back to a verified clean state. 
●​ Notification SLA: We notify client leads within 4 hours of confirming a P1 incident. 

 

9.​ Data Encryption & Backups 
●​ In Transit: All communications are protected via TLSv1.2/1.3. 
●​ At Rest: Data is encrypted at the storage layer using AES-256 with Google-managed 

keys. 
●​ Backups: Stored in Isolated Recovery Environments and logically separated 

("air-gapped") to prevent lateral infection. 

 

10.​Safeguards Against Ransomware and Malicious Attacks 
●​ DDoS Protection: We employ Google Cloud Armor alongside native Layer 3 and Layer 4 

infrastructure protections. These global services absorb and scrub volumetric attacks at 
the network edge before they can impact service stability. 

●​ Data Integrity: Immutable Backups (Bucket Lock) ensure data cannot be modified or 
deleted by unauthorized actors until the retention period expires. 

 

11.​LLM Security and Prompt Integrity  

We utilize a defense-in-depth approach to secure generative AI interactions. 

●​ Input Sanitization: User inputs are pre-processed to strip injection patterns (e.g., "ignore all 
previous instructions"). 

●​ Structured Prompting: "Kernel vs. User" mode architecture ensures core system instructions 
cannot be overridden by user data. 

●​ Context Minimization: We only feed the AI the specific data fragments necessary for the 
current request to prevent accidental leakage of full datasets. 



 

12.​Data Privacy and AI Sharing Policies Omnie Vox operates a "Privacy by Design" 
architecture. 

●​ Strict Non-Usage Policy: Data shared for processing is never used by the AI provider 
(Google or OpenAI) to train foundational models. 

●​ Stateless Processing: Data is purged from the AI provider’s volatile memory as soon as the 
response is delivered back to Vox Net. 

●​ Third-Party Protections: We do not sell or trade customer data. All sub-processors are 
bound by strict Data Processing Addendums (DPA). 
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